Building scalable
private cloud on a
budget

How to use open source and automation to
build scalable private cloud on a budget



Who am |?

| am a DevOps Engineer with 7+ years of experience in Networks and Systems Engineering. | am
passionate about computer networks, infrastructure and open source.

| work for Transnomis Solution, which helps governments with road information management
and communication software. This talk presents private cloud running at Transnomis.



Why run your own infrastructure?

e Cost - Cloud services are expensive unless you are very small(with no staff to run
infrastructure) or very large, with high scalability needs. Most companies have very
predictable infrastructure loads.

Lot of cloud hosting companies have 30-40% FCF margin, even with high marketing and
employee expenses.

e Flexibility - You can run exactly what you want and get granular level of control of your
infrastructure. You may not need to self host everything. Some laaS providers support
good level of automation and you can just lease the hardware. Eg. Equinix Metal, OVH.

e Open source - Open source software means you don't need to build your own software.



Topics we will be discussing - Building blocks for
private cloud

VXLAN and OSPF - For building scalable, isolated, highly redundant network.
Proxmox/Linux KVM - for hypervisor.

Ceph - For distributed storage.

Cloud-init/Cloudbase-init - For automating Virtual Machine provisioning.

Ansible and Terraform - For automation of VMs, network devices, hypervisors and VPNSs.
LibreNMS - For monitoring.

Hardware - What to buy, sourcing etc.

Misc - Identity management, VPNs.



Building the network

We want the network to be:

e Scalable - Should be able to scale to
large number of physical machines.

e Fast - The network will run both the
storage layer and other networks. We
went with 25Gx2 per server as it was
cheap enough to do.

e Redundant - Failure of multiple
routers or network cables should not
bring down the network.

e Secure - Networks should be isolated.
VXLANSs can provide VPC like
functionality.




OSPF to maintain link state

e We useOSPF to maintain link state
between all devices.

e Routers were connected over 100
Gbps backbone. For hypervisor hosts,
they were connected to routers over
2x25 Gbps. -

e OSPF makes all of devices connected
work in a mesh and reroutes
connections if we lose any devices or
links.

e Weuse loopback IP on every device
for them to communicate with each
other.




VXLAN over OSPF

e VXLANS can be thought of as layer 2
VPN tunnels over OSPF loopback IP,
kind of like VPNs. They are similar to
VPCs on other cloud providers.

e Werun VXLANSs between devices that
need it.

e Thetop VXLAN tunnels is for Ceph
and Proxmox Corosync clustering.

e Thebottom two VXLAN tunnels is for
VMs.

e VXLANSs are scalable to 1000s of
physical machines.

e For gateway we used VRRP.




Network budget

e We are using 3x Mikrotik
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packets at line rate. It’s not perfect,
but steal for the price. Price: C$3380.

e Weareusing Intel EB10 NIC cards, but
the cheaper Mellanox ConnectX-4 are
cheaper if you can find them. Price:
C$330-580.

e For cables DAC cables worked well for
us. Fiber isn't necessary. Price:
C$40-50.




Automating network

We used Ansible to automate the
network.

We created reusable roles for every
network function.

Terraform is better, but the module for
Mikrotik is lacking lot of functionality.
We then plugged it into Gitlab CI/CD
pipeline for infrastructure.

TASK [firewall

TASK [firewall :

TASK [firewall :

TASK [firewall

TASK [firewall :

TASK [firewall
TASK [firewall :

TASK [firewall
TASK [firewall :

: Add src NAT rule]

: Add firewall rules -

Add firewall rules -

custom (src address/dst address defined)] ***

DENY all] Xk ks xbdx kb ok K6 X KX KERERER

Include NAT]

: Add firewall rules -

DENY all] **ksskssssxssrsssssnrsssssnsns

Include NAT]

: Add src NAT rule]

Add src NAT rule]

Add src NAT rule]

PLAY RECAP

real 3m 58.08s
user 1em 3.5@s
sys  om 28.27s

unreachable=0
unreachable=6
unreachable=0

unreachable=6

failed=0
failed=0
failed=0
failed=0

rescued=6
rescued=6
rescued=6

rescued=0

ignored=e
ignored=e
ignored=e

ignored=e

comment :

- action

chain

src_addr
dst_addre




Proxmox+Ceph=%

We use Proxmox on hypervisor hosts,
which has excellent integration with
Ceph distributed and redundant
storage.

Ceph can store Petabytes of data
easily.

Ceph and Proxmox Corosync
clustering allows us to make VMs
highly available and have live
migration.

Proxmox uses Linux KVM as
hypervisor.

Proxmox host post-provisioning

is done with Ansible.

XPROXMOX <= @

Status

&

HEALTH_OK

Ceph Version

Performance
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6.30 TiB of 32.96 TiB

0SDs
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PVE-1: v PVE-2: v
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Writes:

ceph

PGs

@ active+clean:
‘ active+cleantremapped

Managers Meta Data Servers
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133.71 KiB/s




Terraform+Cloud-init+Ansible for Linux VMs

e Weare using Terraform and Cloud-init - e —
for automating Linux VM creation. -
telmate/proxmox Terraform provider PR OXM UX AUTU MATI U N
interacts with Proxmox VMs for VM ANIAI
creation and works very well. e ’

e Cloud-init sets up the VM with correct s,
hostname, DNS, timezone, adds users,
sets up SSH keys.

e Ansible post provisions the VMs, adds

it to monitoring, sets up correct
applications.




Cloud-init config

e Wecreate cloud-init templates that
are pushed to every Proxmox host
using Ansible. This tells Proxmox how
to configure the VM, including host
name, time zone.

e We use Jumpcloud for identity
management, pushing users and SSH
keys. We setup the agent with Cloud
init.




Terraform+Ansible for provisioning Linux VMs

od.tf [ 154KiB

resource 0 1 " "prod-sqll4-1" {
name prod-sqll4-1"
target_node "PVE-2"
clone 4-cloudinit”
os_type
. . nameserver
L Terraform then USGS C|0Ud-lnlt COI’]ﬁg searchdomain = "transnomis.
cicustom "user=local:snippets/ )
. . . . . ) e i ik
shown earlier to provision the VM. BB ER EIRELRERIERIER (1101011 Trvalia characters were found in group nanes but ot replaced, use
hastate started -vvwv to see details
. . o . hagroup ha_default" PLAY [qa-sql14]
e Ansible scripts then post provision the onboet e
. . memory
VM with specific software. : TASK [anibtebuiltin.pt]
agent
. . . i R e "8
°® You canrun any appllcathn you Ilke on :izi »1: virtio-scsi-pci TASK [ansible-role-postgresql : include_tasks]
o size "30G" TASK [ansible-role-postgresql : Include 0S-specific variables (Debian).] ****kxx
VMs - Including Kubernetes, load e = “scsi®
storage = "vm_data” TASK [ansible-role-postgresql : Include 0S-specific variables (RedHat).] ****xk
. _data
oF] S3, Dock backp = 1
a ance r’ 9 OC er Contalners On top } packup TASK [ansible-role-postgresql : Include 0S-specific variables (Amazon).] ***kk*
Of VMS, network { TASK [ansible-role-postgresql : Include 0S-specific variables (Fedora).] *¥¥xx

model "virtio"

bridge "vmbril11"

. TASK [ansible-role-postgresql : Define postgresql_packages.] ***ktrirksksskirink
firewall = "false"

¥ TASK [ansible-role-postgresql : Define postgresql_version.] **xssxsxkxxssssxsxk
lifecycle {

TASK [ansible-role-postgresql : Define postgresql_daemon.] stk ikt kit ittt
TASK [ansible-role-postgresql : Define postgresql_data dir.] ***sksksssrsrsrsisk
TASK [ansible-role-postgresql : Define postgresql_bin_path.] *&skkiksssrsrsrstir
TASK [ansible-role-postgresql : Define postgresql_config path.] *kkkksksksksksr
TASK [ansible-role-postgresql : Define postgresql_unix_socket_directories_mode.] ***
TASK [ansible-role-postgresql : Define postgresql_log_dir.] *ktkkkikiikikitski

TASK [ansible-role-postgresql : Define postgresql_effective log dir, if postgresql log dir is absolute] ***




Cloudbase-init for provisioning Windows VMs

e Cloudbase-init does the same work as
Cloud-init does on Linux.

e We can use Powershell to run scripts
for the first time to ready the VM. We
setup Jumpcloud this way.

e Terraform will use Cloudbase-init to
provision the VM and Ansible(over
WinRM) will post-provision it.




Provision ITS software with Ansible role

TASK [its : Install 7zip]

TASK [its : Install dotnet 4.5.1]

TASK [its : Install dotnet 4.5.2]

TASK [its : Tnstall VsC 2019]

TASK [its : Install vsC 2019]

TASK [its : Install git]

e Weuse Ansible role “ITS” tO ProviSion .. .. . s s .
ITS software. e e e T
° This role Wi I I use va ria bles deﬁ ned per et [1ts | cresteldirectory | Eoiatne] [ et e sastrstastassasnes cesmsansassaasnss
host to provision hosts appropriately. " " T
° ThiS then WOI’kS With deploy SCFipt to TASK [its : Create directory structure] *F*ssssssssssssssssrssssssssssranssrans
et the site running B e

TASK [its : Install IIS Web-Server with sub features and management tools] *****

TASK [its : Reboot if installing Web-Server feature requires it] **s=xssszsrszss

TASK [its : Add DB string] $ Ca ansibie-Terratorm/ansibie/Vm-Winaows
$ time ansible-playbook deploy-PROD_MTOTT.yaml

PLAY [prod-1]

TASK [its : Add DB string]

TASK [its : Remove Default Web Site] TASK [Gathering Facts]

TASK [its : Remove Default Web Site]

TASK [deploy : Remove build directory]
1]

TASK [its : Create application pool] cha

TASK [deploy : Create build directory]

TASK [its : ITS TS site]

ged: ]
TASK [its : et certificate hash] TASK [deploy : Git clone and build deployment package generator] **xxxsxsxzxxsxs
changed: [prod-1]

TASK [its : ITs IIS site bindings]

TASK [deploy : Unzip deployment package]

TASK [its : Add TTS_TUSRS allow rights] *=¥svessssssvsrsexrxsrsmrmrprprrereris

TASK [deploy : Setup gateway service]

TASK [its : Add IUSR allow rights]

TASK [its : Create a virtual directory if it does not exist] Tx=rrsssszssssxxsss TASK [deploy : Run deployment Utility]

ged: [prod-1]

TASK [its : Fix hairpin NAT access]



Monitoring and LibreNMS

192.168.255.11

e Weuse LibreNMS for monitoring peiEmEn
hosts, services, network devices.

e We use separate network subnet to
connect all devices together in LB
separate network for out of band
management.

192.168.255.3

192.168.255.12

192.168.255.2




Zerotier VPN

e04ec2cc59  varun-laptop-thinkpad [ 192.168.192.253

e Weuse Zerotier for VPN, which is a SDN VPN. T e
Instead of traditional server-client model, every [ Exclude from S5O authentication

For a device which is a background or headless service, this option keeps it authorized on the network without expiration.

hOSt is a nOde in the VPN CIUSter° O Q:Z‘::;i‘:::::a:dihi:lgsetupUnthe device. See manual and knowledgebase for more information. Mobile devices cannot be bridges.
e We then can define, which network is behind [ Debict Aute Assigris
which host and define network rules for every
admin

hOSt. D externalsubnet
e We have multiple sites and this is much easier than [

[[] onedriveshared

doing traditional VPNs. 0 prodmtotsd

[7] prodmtottrdp

Capabilities

[7] prodmtottsftp

[[] gadatabase

[7] reverseint

Tags

No tags defined.




Thank you!



