
Building scalable 
private cloud on a 
budget

How to use open source and automation to 
build scalable private cloud on a budget



Who am I?

I am a DevOps Engineer with 7+ years of experience in Networks and Systems Engineering. I am 

passionate about computer networks, infrastructure and open source. 

I work for Transnomis Solution, which helps governments with road information management 

and communication software. This talk presents private cloud running at Transnomis.



Why run your own infrastructure?

● Cost - Cloud services are expensive unless you are very small(with no staff to run 

infrastructure) or very large, with high scalability needs. Most companies have very 

predictable infrastructure loads.

Lot of cloud hosting companies have 30-40% FCF margin, even with high marketing and 

employee expenses.

● Flexibility - You can run exactly what you want and get granular level of control of your 

infrastructure. You may not need to self host everything. Some IaaS providers support 

good level of automation and you can just lease the hardware. Eg. Equinix Metal, OVH.

● Open source - Open source software means you don’t need to build your own software.



Topics we will be discussing - Building blocks for 
private cloud

● VXLAN and OSPF - For building scalable, isolated, highly redundant network.

● Proxmox/Linux KVM - for hypervisor. 

● Ceph - For distributed storage.

● Cloud-init/Cloudbase-init - For automating Virtual Machine provisioning.

● Ansible and Terraform - For automation of VMs, network devices, hypervisors and VPNs.

● LibreNMS - For monitoring. 

● Hardware - What to buy, sourcing etc.

● Misc - Identity management, VPNs. 



Building the network

We want the network to be:

● Scalable - Should be able to scale to 

large number of physical machines.

● Fast - The network will run both the 

storage layer and other networks. We 

went with 25Gx2 per server as it was 

cheap enough to do.

● Redundant - Failure of multiple 

routers or network cables should not 

bring down the network.

● Secure - Networks should be isolated. 

VXLANs can provide VPC like 

functionality.



OSPF to maintain link state

● We useOSPF to maintain link state 
between all devices.

● Routers were connected over 100 
Gbps backbone. For hypervisor hosts, 
they were connected to routers over 
2x25 Gbps.

● OSPF makes all of devices connected 
work in a mesh and reroutes 
connections if we lose any devices or 
links.

● We use loopback IP on every device 
for them to communicate with each 
other.



VXLAN over OSPF

● VXLANs can be thought of as layer 2 
VPN tunnels over OSPF loopback IP, 
kind of like VPNs. They are similar to 
VPCs on other cloud providers.

● We run VXLANs between devices that 
need it. 

● The top VXLAN tunnels is for Ceph 
and Proxmox Corosync clustering.

● The bottom two VXLAN tunnels is for 
VMs.

● VXLANs are scalable to 1000s of 
physical machines.

● For gateway we used VRRP.



Network budget

● We are using 3x Mikrotik 
CCR2216-1G-12XS-2XQ for core 
router. These have 12x 25 Gbps and 
2x100 Gbps ports and can route 
packets at line rate. It’s not perfect, 
but steal for the price. Price: C$3380.

● We are using Intel E810 NIC cards, but 
the cheaper Mellanox ConnectX-4 are 
cheaper if you can find them. Price: 
C$330-580.

● For cables DAC cables worked well for 
us. Fiber isn’t necessary. Price: 
C$40-50.



Automating network

● We used Ansible to automate the 

network.

● We created reusable roles for every 

network function.

● Terraform is better, but the module for 

Mikrotik is lacking lot of functionality.

● We then plugged it into Gitlab CI/CD 

pipeline for infrastructure.



Proxmox+Ceph=❤

● We use Proxmox on hypervisor hosts, 

which has excellent integration with 

Ceph distributed and redundant 

storage.

● Ceph can store Petabytes of data 

easily.

● Ceph and Proxmox Corosync 

clustering allows us to make VMs 

highly available and have live 

migration.

● Proxmox uses Linux KVM as 

hypervisor.

● Proxmox host post-provisioning

is done with Ansible. 



Terraform+Cloud-init+Ansible for Linux VMs

● We are using Terraform and Cloud-init 

for automating Linux VM creation. 

telmate/proxmox Terraform provider 

interacts with Proxmox VMs for VM 

creation and works very well.

● Cloud-init sets up the VM with correct 

hostname, DNS, timezone, adds users, 

sets up SSH keys.

● Ansible post provisions the VMs, adds 

it to monitoring, sets up correct 

applications.



Cloud-init config

● We create cloud-init templates that 

are pushed to every Proxmox host 

using Ansible. This tells Proxmox how 

to configure the VM, including host 

name, time zone.

● We use Jumpcloud for identity 

management, pushing users and SSH 

keys. We setup the agent with Cloud 

init.



Terraform+Ansible for provisioning Linux VMs

● Terraform then uses Cloud-init config 

shown earlier to provision the VM.

● Ansible scripts then post provision the 

VM with specific software.

● You can run any application you like on 

VMs - Including Kubernetes, load 

balancer, S3, Docker containers on top 

of VMs.



Cloudbase-init for provisioning Windows VMs

● Cloudbase-init does the same work as 

Cloud-init does on Linux.

● We can use Powershell to run scripts 

for the first time to ready the VM. We 

setup Jumpcloud this way.

● Terraform will use Cloudbase-init to 

provision the VM and Ansible(over 

WinRM) will post-provision it.



Provision ITS software with Ansible role

● We use Ansible role “ITS” to provision 

ITS software.

● This role will use variables defined per 

host to provision hosts appropriately.

● This then works with deploy script to 

get the site running.



Monitoring and LibreNMS

● We use LibreNMS for monitoring 

hosts, services, network devices.

● We use separate network subnet to 

connect all devices together in 

separate network for out of band 

management.



Zerotier VPN

● We use Zerotier for VPN, which is a SDN VPN.

● Instead of traditional server-client model, every 

host is a node in the VPN cluster.

● We then can define, which network is behind 

which host and define network rules for every 

host.

● We have multiple sites and this is much easier than 

doing traditional VPNs.



Thank you!


